This listing of claims will replace all prior versions and listings of claims in the 
application: 

Listing of Claims : 

1 . (currently amended) A method of restoring data of a key-server in communication 
with a communication network comprising th e st e ps of : 

providing the key-server in communication with the communication network; 

providing to at least a computer in communication with the communication network, a 
plurality of portable data storage devices each having stored thereon security data relating 
to a single authorized user; and, 

copying from each of the plurality of portable data storage devices, security data relating to 
the single authorized user. 

2. (currently amended) A method of restoring data of a key-server in communication 
with a communication network as defined in claim 1 wherein the step of copying 
comprises th e st e ps of : 

forming a secure communication session between at least one of the plurality of portable 
data storage devices and the key-server; 

transferring the security data via the secure communication session from the portable data 
storage device to the key-server; and, 

storing the transferred security data within memory means of the key-server. 

3. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 2 wherein the plurality of portable data storage 
devices comprise all the security data to be restored in the key-server. 
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4. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 3 wherein the plurality of portable data storage 
devices includes memory having stored therein security data relating to each single 
authorized user of the communication network. 

5. (currently amended) A method of restoring data of a key-server in communication 
with a communication network as defined in claim 2 wherein the portable data storage 
device includes a processor for ciphering data using the security data stored therein and 
comprising the st e ps of : 

providing cryptographic functions within the portable data storage device using the security 
data stored therein. 

6. (currently amended) A method of restoring data of a key-server in communication 
with a communication network as defined in claim 2 wherein the key-server includes a 
processor for ciphering data using the security data stored therein and comprising th e st e ps 
ef: 

providing cryptographic functions within the key-server using the security data stored 
therein. 

7. (currently amended) A method of restoring data of a key-server in communication 
with a communication network as defined in claim 6 comprising th e st e ps of : 

determining at least an available user information entry device from a plurality of known 
user information entry devices; 

receiving unique user identification information via the at least an available user 
information entry device; and, 
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registering the received user identification information against security data for that user 
stored in the key-server; 

wherein, when the user identification information is indicative of an authorized user the 
step of ciphering data is performed with security data associated with the authorized user. 

8. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 3 wherein each of the plurality of portable data 
storage devices are provided at each of a plurality of computers in communication with the 
network. 

9. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 8 wherein the portable data storage device is 
one of a token and a smart card. 

10. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 2 wherein the portable data storage device is 
one of a token and a smart card. 

1 1 . (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 2 wherein at least a portable data storage 
device provides dedicated cryptographic functions for the at least a computer in 
communication with the communication network using the security data stored internal to 
the at least a portable data storage device. 

12. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 1 1 wherein the security data stored internal to 
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the at least a portable data storage device are not accessible in a useable form from outside 
of the key-server and the at least a portable data storage device. 

13. (original) A method of restoring data of a key-server in communication with a 
communication network as defined in claim 2 wherein the key-server provides dedicated 
cryptographic functions for the at least a computer in communication with the 
communication network using the security data stored internal to the key-server. 

14. (currently amended) A method of backing up data of a key-server in 
communication with a communication network comprising th e st e ps of : 

providing the key-server in communication with the communication network, the key- 
server having stored thereon the unique user identification information for a plurality of 
authorized users of the communication network and the security data for use by the specific 
authorized user in accessing data within the network; 

providing to at least a computer in communication with the communication network, a 
portable data storage device; 

receiving user identification data indicative of an authorized user of the communication 
network; and, 

copying from the key-server to the portable data storage device, security data relating to the 
authorized user for use by the specific authorized user in accessing data within the network. 

15. (currently amended) A method of backing up data of a key-server in 
communication with a communication network as defined in claim 14 wherein th e step of 
copying comprises th e st e ps of : 

forming a secure communication session between the key-server and the portable data 
storage device; 
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transferring the security data relating to a specific authorized user via the secure 
communication session from the key-server to the portable data storage device assigned to 
that specific authorized user; and, 

storing the transferred security data relating to a specific authorized user within the 
memory means of the portable data storage device. 

16. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 1 5 wherein security data specific to each of a 
plurality of authorized users of the communication network is stored on a separate portable 
data storage device assigned uniquely to one of the plurality of authorized users, 

wherein the security data of the key-server is partially stored within each portable data 
storage device and wherein all data within the plurality of portable data storage devices is 
sufficient to restore security data to the key- server in the event of a data loss thereto. 

17. (currently amended) A method of backing up data of a key-server in 
communication with a communication network as defined in claim 1 5 wherein the portable 
data storage device includes a processor for ciphering data using the security data stored 
therein and comprising th e st e ps of : 

providing cryptographic functions within the portable data storage device using the security 
data stored therein. 

18. (currently amended) A method of backing up data of a key-server in 
communication with a communication network as defined in claim 15 wherein the key- 
server includes a processor for ciphering data using the security data stored therein and 
comprising th e steps of : 

providing cryptographic functions within the key-server using the security data stored 
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therein. 



19. (currently amended) A method of backing up data of a key-server in 
communication with a communication network as defined in claim 1 8 comprising th e st e ps 
ef: 

determining at least an available user information entry device from a plurality of known 
user information entry devices; 

receiving unique user identification information via the at least an available user 
information entry device; and, 

registering the received user identification information against security data for that user 
stored in the key-server, 

wherein, when the user identification information is indicative of an authorized user, the 
st e p of ciphering data is performed with security data associated with the authorized user. 

20. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 16 wherein each of the plurality of portable 
data storage devices are provided at each of a plurality of computers in communication 
with the network. 

21. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 20 wherein the portable storage device is one 
of a smart card and a PCMCIA token. 

22. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 16 wherein the portable storage device is one 
of a smart card and a PCMCIA token. 
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23. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 15 wherein the portable data storage device 
provides dedicated cryptographic functions for the at least a computer in communication 
with the communication network using security data stored internal to the portable data 
storage device. 

24. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 23 wherein the security data stored internal to 
the portable data storage device are not accessible from outside of the key-server and the 
portable data storage device. 

25. (original) A method of backing up data of a key-server in communication with a 
communication network as defined in claim 1 5 wherein the key-server provides dedicated 
cryptographic functions for the at least a computer in communication with the 
communication network using security data stored internal to the key-server. 

26. (currently amended) A method of backing up data of a key-server in 
communication with a communication network as defined in claim 25 wherein the security 
data stored internal to the key-server are not accessible in a useable ftem form outside of 
the key-server and the portable data storage device. 

27. (currently amended) A method of authenticating an individual for allowing access 
to secure data or secure keys stored on a communication network when other than in 
communication with a central key-server comprising th e st e ps of : 

providing at least a computer in communication with the communication network; 

determining at least an available user information entry device from a plurality of known 
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user information entry devices; 

receiving user identification information via the at least an available user information entry 
device; 

determining a presence of a portable data storage device in communication with the 
computer; 

when the portable data storage device is in communication with the computer, determining 
the availability of on e of a an other than central key-server and a portabl e data storage 
device in communication with the computer; 

rec e iving us e r id e ntification information via the at l e ast an available user information e ntry 
d e vic e ; and, 

when the portable data storage device is in communication with the computer and the other 
than central key-server is other than available, authenticating the individual for access to at 
least one of the secure data and secure keys stored on the portable storage data device 

auth e nticating th e individual for access to at least on e of th e secur e data and secure k e ys 
stor e d on th e det e rmin e d one of a k e y serv e r and a portabl e data storage device . 

28. (currently amended) A method as defined in claim 27 comprising: wherein 

when a portable data storage device is present th e d e t e rmined one of a k e y s e rv e r and a 
portabl e data storag e d e vic e is the portable data storag e devic e authenticating the 
individual for access to at least one of the secure data and secure keys stored on the 
portable storage data device and,, 

wherein the received user identification information is registered against user identification 
information stored in the memory means of the portable data storage device. 

29. (currently amended) A method as defined in claim 28 comprising th e st e ps of : 
receiving unique user identification information via the at least an available user 
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information entry device; 

registering the received user identification information against security data for that user 
stored in the portable data storage device; and, 

providing secure keys to the user to allow access to encrypted data files that the user has 
been authenticated to access. 

30. (currently amended) A method as defined in claim 28 comprising th e st e ps of : 

receiving unique user identification information via the at least an available user 
information entry device; 

registering the received user identification information against security data for that user 
stored in the portable data storage device; and, 

providing cryptographic functions within the portable data storage device using the secure 
keys associated with the authenticated user. 

31. (original) A method as defined in claim 28 wherein when a portable data storage 
device is other than present prompting the user to provide a portable data storage device. 

32. (currently amended) A method as defined in claim 28 comprising: wh e r e in other 
than when the user provides a portable data storage device a k e y s e rv e r in communication 
with th e communication network is th e d e t e rmined on e of a k e y server and a portable data 
storage device authenticating the individual for access to at least one of the secure data and 
secure keys stored on the other than central key-server . 

33. (currently amended) A method as defined in claim 32 comprising th e stops of : 

receiving unique user identification information via the at least an available user 
information entry device; 
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registering the received user identification information against security data for that user 
stored in the other than central key-server; and, 

providing secure keys to the user to allow access to encrypted data files that the user has 
been authenticated to access. 

34. (currently amended) A method as defined in claim 32 comprising th e st e ps of : 

receiving unique user identification information via the at least an available user 
information entry device; 

registering the received user identification information against security data for that user 
stored in the other than central key-server; and, 

providing cryptographic functions within the key-server using the secure keys associated 
with the authenticated user. 

35. (currently amended) A method as defined in claim 31 wherein the portable data 
storage device is one of a smart card and a PCMCIA tokea. 

36. (original) A method as defined in claim 35 wherein the portable data storage device in 
the form of a PCMCIA token provides dedicated cryptographic functions for the computer 
using security data stored internal to the PCMCIA token. 

37. (original) A method as defined in claim 36 wherein the security data stored internal to 
the PCMCIA token are not accessible from outside of the PCMCIA token and therefore 
cannot be extracted or otherwise read by an unauthorized third party. 

38. (original) A method as defined in claim 32 wherein the user information entry device 
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is a biometric information entry device. 

39. (original) A method as defined in claim 31 wherein a portable data storage device is 
used to provide an individual with access to a predetermined set of keys in a plurality of 
different locations. 

40. (original) A method as defined in claim 39 wherein the method of user authentication 
required at work is other than the method of user authentication required elsewhere. 

41. (original) A method as defined in claim 27 wherein the portable data storage device 
provides dedicated cryptographic functions for the computer using security data stored 
internal to the portable data storage device. 

42. (currently amended) A method as defined in claim 41 wherein the security data 
stored internal to the portable data storage device are not accessible in a useable &em form 
outside of the other than central key-server and the portable data storage devices. 

43. (currently amended) A method as defined in claim 27 wherein the key-server 
provides dedicated cryptographic functions for the computer using security data stored 
internal to the other than central key-server. 

44. (currently amended) A method as defined in claim 43 wherein the security data 
stored internal to the key-server are not accessible from outside of the other than central 
key-server and the portable data storage devices. 
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